CITX 2183
Lab3 Advanced Security

Name:

1) Set up tcpwrappersto deny ALL servicesto ALL systemsand to allow ALL
servicesto localhost. Explain how you tested that this worked.

/5

2) Instal pidentd from http://www.tripwire.com . Why should this package be
installed? Show your instructor.

/5

3) What arethelast three linesin the /var/log/messages file? Use grep to find ant
denied messagesin the file and list them.

/5

4) Read pages 305 — 318 of the text. Install configure tripwire from the RPM file.
Now, with tripwire running create a new user and show your instructor the
tripwire output that indicates changes to the passwd and shadow files on your

system.
/10
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