Useful Links
HIPAA law http://csrc.nist.gov/publications/nistpubs/800-66/SP800-66.pdf
Way Back Machine http://www.archive.org/index.php
CNN http://www.cnn.com/2005/LAW/01/28/digital.evidence/
NetIntercept http://www.netintercept.com/
NetDetector http://www.niksun.com/
Profiling http://www.honeynet.org/book/Chp16.pdf
Know Your Enemy book http://www.honeynet.org/book/
Nmap http://www.insecure.org/nmap/
Rootkits http://www.ossec.net/rootkits/
Internet Engineering Task Force http://www.ietf.org/
OSI http://en.wikipedia.org/wiki/OSI_model
ARCNET (http://en.wikipedia.org/wiki/ARCNET
Ethernet (http://en.wikipedia.org/wiki/Ethernet
Token Ring (http://en.wikipedia.org/wiki/Token_Ring
FDDI  http://en.wikipedia.org/wiki/FDDI
ATM http://en.wikipedia.org/wiki/Asynchronous_Transfer_Mode
IEEE 802.11 Wireless, http://en.wikipedia.org/wiki/802.11
Cellular Networks (http://en.wikipedia.org/wiki/Cellular_networks
Satellite Internet (http://en.wikipedia.org/wiki/Satellite_Internet
Ethereal http://www.ethereal.com/
tcpdump (http://www.tcpdump.org/
Finisar (http://www.finisar.com/
NetOptics (http://www.netoptics.com/
ARPwatch (http://www-nrg.ee.lbl.gov/
ARP table poisoning (http://www.watchguard.com/infocenter/editorial/135324.asp or http://www.sans.org/rr/whitepapers/threats/474.php)
Ettercap (http://ettercap.sourceforge.net/
Honeynet Project (http://www.honeynet.org/
The Honeynet Project Challenges http://www.honeynet.org/misc/chall.html
http://www.awprofessional.com/articles/article.asp?p=24263
How to plan for a possible network attack: http://www.windowsecurity.com/articles/Plan-Possible-Network-Attack.html
ARP poisoning: http://www.securitywarnings.com/encyclopedia/?id=12
Read chapters 14–16, pp. 360–439. (Total pages: 79.)

