Useful Links
The Linux Documentation Project http://www.tldp.org/LDP/gs/gs.html
Dan and Wietse on computer forensic analysis http://www.porcupine.org/forensics/
Ext2 file system http://e2fsprogs.sourceforge.net/ext2intro.html
*FIRE http://fire.dmzs.com/
Information about dd http://www.softpanorama.org/Tools/dd.shtml
The Coroner’s Toolkit (TCT) http://www.porcupine.org/forensics/
The Sleuth Kit http://www.sleuthkit.org/
Autopsy Forensic Browser http://www.sleuthkit.org/autopsy/
UNIX does not have file slack space http://www.webopedia.com/TERM/S/slack_space.html
mini-HOWTO “Linux Ext2fs Undeletion mini-HOWTO” (http://en.tldp.org/HOWTO/Ext2fs-Undeletion.html
testdisk http://www.cgsecurity.org/testdisk.html 
gpart (http://www.stud.uni-hannover.de/user/76201/gpart/
foremost http://foremost.sourceforge.net/
Defeating Forensic Analysis on UNIX: http://www.phrack.org/phrack/59/p59-0x06.txt
Outlook PST files can be converted to Linux format with tools from http://sourceforge.net/projects/ol2mbox.
Look at one case study described in http://www.porcupine.org/forensics/intrusion-report.ps
What intruders see at http://www.porcupine.org/forensics/handout-1.ps
If time permits, Handheld Devices

Palm OS http://kb.palmsource.com/
files2pdb.java http://www.righto.com/pilot/pdb.html)

Palm OS Emulator http://www.palmos.com/dev/tools/emulator/
Palm OS Simulator http://www.palmos.com/dev/tools/simulator/
Pilot-link http://www.pilot-link.org/
PDA seizure http://www.paraben-forensics.com/
palmcrypt tools http://www.secureroot.com/security/advisories/9772842748.txt
palmcrypt tools http://www.securiteam.com/securitynews/5DP0L2A2KO.html
BlackBerry simulator http://www.blackberry.com/developers/downloads/simulators/index.shtml
SIM manager Pro http://www.txsystems.com/sim-manager.html
Analysis of the Ext2fs structure: http://www.nondot.org/sabre/os/files/FileSystems/ext2fs/
Second Extended File System: http://www.nongnu.org/ext2-doc/ 

E2fsprogs: http://e2fsprogs.sourceforge.net/ 

RedHat EXT3 Users Mailing List: http://listman.redhat.com/mailman/listinfo/ext3-users/
EXT3, Journaling File system: http://olstrans.sourceforge.net/release/OLS2000-ext3/OLS2000-ext3.html 

Linux Disk Editor: http://lde.sourceforge.net/
Defeating Forensic Analysis on Unix: http://www.phrack.org/phrack/59/p59-0x06.txt 

http://www.e-evidence.info/vendors.html 

Linux Forensics – Week 1 (multiple session CDRs): http://www.agilerm.net/linux1.html 

Forensic Links: http://www.forinsect.de/forensics/forensics-links.html
Macintosh file manager reference: http://developer.apple.com/documentation/Carbon/Reference/File_Manager/index.html
Inside Macintosh Devices: http://developer.apple.com/documentation/mac/Devices/Devices-2.html
The Monster Disk Driver Technote: http://developer.apple.com/technotes/tn/pdf/tn1189.pdf
Macintosh forensic analysis: http://www.sans.org/rr/whitepapers/apple/269.php 

Signatures of Macintosh files: http://www.macdisk.com/macsigen.php3 

Guidance for PDA forensics http://csrc.nist.gov/publications/nistpubs/800-72/sp800-72.pdf 

Reading requirments:

Read chapter 11–13, pp. 289–356. (Total pages: 68.)
