Some Useful Links

· Evidence Acquisition Boot Disk (EABD): http://www.disclosedigital.com/eabd.html
Physical Drive Blocker http://www.digitalintelligence.com/software/disoftware/pdblock/
Discussions on FAT-based file systems http://home.no.net/tkos/info/fat.html 
Discussions on FAT-based file systems http://www.ntfs.com/fat-systems.htm 

NTFS http://www.ntfs.com/ 

NTFS http://www.microsoft.com/.

Alternate Data Streams http://support.microsoft.com/kb/105763
Alternate Data Streams http://www.diamondcs.com.au/index.php?page=archive&id=ntfs-streams
Alternate Data Streams http://www.heysoft.de/Frames/f_home_en.htm 
Alternate Data Streams http://www.crucialsecurity.com/products/
Password Recovery Tools http://Lostpassword.com
http://forensics-intl.com/breakers.html
NTI password recovery tools http://forensics-intl.com/breakers.html 
Russian password crackers http://www.password-crackers.com/crack.html
LC4 http://www.atstake.com/research/lc
Bypass Tool http://home.eunet.no/~pnordahl/ntpasswd
Fatback http://sourceforge.net/projects/fatback
Sleuth Kit http://www.sleuthkit.org/
SMART http://www.asrdata.com/
File Headers http://www.garykessler.net/library/file_sigs.html
File Headers http://www.wotsit.org/
File Headers http://magicdb.org/
File Headers http://www.garykessler.net/library/magic.html
Signature-based file recovery tools http://www.datalifter.com/
Ontrack Easy-Recovery Pro http://www.ontrack.com/
· Word 97 http://scissec.scis.ecu.edu.au/publications/forensics04/Al-Zarouni.pdf


Testing Images http://dftt.sourceforge.net/
Real-time Log File Analysis Using the Simple Event Correlator: http://www.usenix.org/publications/library/proceedings/lisa04/tech/full_papers/rouillard/rouillard.pdf
Open source utilities to extract information from “index.dat” files and the browser’s other auxiliary files http://odessa.sourceforge.net and http://www.foundstone.com/
SkyPe, http://www.skype.com
Anonymous Internet Service http://www.findnot.com
VoIP Tracking http://ise.gmu.edu/~xwangc/Publications/CCS05-VoIPTracking.pdf
FAT: General Overview of On-Disk Format http://www.microsoft.com/whdc/system/platform/firmware/fatgen.mspx
MS-DOS FORMAT Does Not Preserve Clusters Marked Bad http://support.microsoft.com/default.aspx?scid=kb;en-us;103548 

Description of NTFS Date and Time Stamps for Files and Folders http://support.microsoft.com/default.aspx?scid=kb;en-us;299648
Keeping an Eye on Your NTFS Drives http://www.microsoft.com/msj/0999/journal/journal.aspx and http://www.microsoft.com/msj/1099/journal2/journal2.aspx
Detailed Explanation of FAT Boot Sector http://support.microsoft.com/kb/q140418
Encodings and Code Pages: http://www.microsoft.com/globaldev/getWR/steps/wrg_codepage.mspx
http://www.atstake.com/research/lc
Eoghan, C. Practical Approaches to Recovering Encrypted Digital Evidence. IJDE 2002 1:3 http://www.ijde.org/archives/02_fall.html
http://www.computer-investigations.com/arts/tech02.html File Deletion in MS FAT Systems

http://www.ata-atapi.com/hiwdos.htm How it works: DOS floppy disk boot sector

http://msdn.microsoft.com/archive/default.asp?url=/archive/en-us/win9x/lfn_5mg5.asp Last access data

Volume Serial Numbers & Format Verification Date/Time http://www.digital-detective.co.uk/documents/Volume%20Serial%20Numbers.pdf
Inside encrypting file system http://www.windowsitpro.com/Articles/Print.cfm?ArticleID=5387 and http://www.windowsitpro.com/Articles/Print.cfm?ArticleID=5592
Inside Win2K NTFS http://www.windowsitpro.com/Articles/Print.cfm?ArticleID=15719 and http://www.windowsitpro.com/Articles/Print.cfm?ArticleID=15900
NTFSInfo http://www.sysinternals.com/Utilities/NtfsInfo.html
Linux NTFS Project http://linux-ntfs.sourceforge.net/ntfs/index.html
Analysis of Reported Vulnerability in the Windows 2000 Encrypting File System (EFS) http://www.microsoft.com/technet/archive/security/news/analefs.mspx
INFO: Understanding Encrypted Directories http://support.microsoft.com/default.aspx?scid=kb;en-us;248723
FILETIME http://msdn.microsoft.com/library/default.asp?url=/library/en-us/sysinfo/base/filetime_str.asp
Recovering NTFS Boot Sector on NTFS Partitions http://support.microsoft.com/default.aspx?scid=kb;en-us;q153973
