Useful Links
Law enforcement http://www.cert.org/tech_tips/FBI_investigates_crime.html
fport http://www.foundstone.com/
hangle  http://www.sysinternals.com/
pslist http://www.sysinternals.com/)
default processes can be found at http://support.microsoft.com/?kbid=263201
PMDump from http://ntsecurity.nu/toolbox/pmdump/
Back Orifice http://www.bo2k.com/ rootkit plug-in http://bo2k.com/Development/
Holodeck http://www.sisecure.com/
Handle http://www.sysinternals.com/
arson investigation http://www.interfire.org/
Locard’s Exchange Principle http://www.leineshideaway.com/EvidenceTechnician.html
sex offenses http://www.sexoffender.com/
PAPA  http://www.fsu.edu/~unicomm/state/Issues/2005/State%2009-26-05.pdf
National Center for Victims of Crime http://www.ncvc.org/src/ see also http://www.okjolt.org/webdox/wdoc/Herndon.doc
Spy ware http://www.ncvc.org/src/
Crown Prosecution Service http://www.cps.gov.uk/legal/section13/chapter_k.html
Absence of evidence is not evidence of absence http://federalistpatriot.us/alexander/edition.asp?id=241
IACIS http://www.cops.org/
HTCN http://www.htcn.org/
HTCIA http://www.htcia.org/
CTIN http://www.ctin.org/
NTI http://www.forensics-intl.com/
CCE) certification http://www.certified-computer-examiner.com/
FLETC, http://www.fletc.gov/
NW3C, http://www.nw3c.org/
CFTT, http://www.cftt.nist.gov/
CyberSecurity Forensics Analyst http://certifications.cybersecurityinstitute.biz/testCSFA.htm
GCFA http://www.giac.org/certifications/security/gcfa.php
RCFL http://www.njrcfl.org/
(ISC)2 http://www.isc2.org/
CFE by the University of Georgia (http://www.infosec.uga.edu/certifications.php)
GIAC (http://www.giac.org/) 
SANS Institute (http://www.sans.org/
TCG, https://www.trustedcomputinggroup.org/
Anonymous networks http://www.findnot.com/
Skype http://www.skype.com/
Landslide Productions of Texas http://www.theregister.co.uk/2004/04/20/operation_ore_police/
http://www.computerforensicsworld.com/ 

http://www.aic.gov.au/ 

http://www.law.cornell.edu/rules/fre/index.html 

Forensic software and hardware resources: http://www.dmares.com/maresware/linksto_forensic_tools.htm
Computer crime forensic resources: http://www.crime-research.org/library/resource.htm
Computer forensics software: http://www.cit.uws.edu.au/compsci/computerforensics/Software/ 

http://www.computerforensics.com/ 

Read the chapters 19–24 (skim chapters 19, 20, 22, and 24), pp. 522–643. (Total pages: 122.)

