Project

Try to send spoof emails to each member within your group. The subject should contain the following: “Spoof mail from CIS497”. The body of the email should be plain text with no embedded files.

You are successful if the recipient has a hard time figuring out who you are. The recipient should post all messages that he or she has received with the Header information and an analysis. 

Potential ways to send fake emails:

1. Using the false info in an email client. 

2. Register a hotmail, yahoo, gmail account, and send the message to your colleagues

3. You can pay the subscription fee to http://www.anonymizer.com/ or http://www.findnot.com/ and combine this service with your free email account to send emails that your classmates cannot identify.(This is not required for this week’s project)

4. Find your Internet Service Provider (ISP)’s SMTP server (this should be obvious from your email client configuration, e.g, you can check this out from your Eudora or Outlook configuration. Then use the telnet method that is discussed in the textbook or at the site: http://www.awprofessional.com/articles/article.asp?p=24263&seqNum=6 

5. If you cannot figure out the SMTP server, you may try to use one of the SMTP servers at these free UNIX servers such as cyberspace.org (hosted by www.grex.org) 
6. Get a free UNIX account from one of these free UNIX servers listed at http://www.ductape.net/~mitja/freeunix.shtml (you can find many more by searching “free UNIX account” at http://www.google.com), then you can use the basic “mail” command in UNIX systems..

8. Imagine many more methods of sending fake emails.

Note: If you feel uncomfortable in sending spoof emails you may continue with the following steps which should be OK:

1.
Register two email accounts in some public email services such as hotmail, yahoo, etc. For example: YourName@yahoo.com and only4sendProjectMail@hotmail.com
2.
Publish one of the address (YourName@yahoo.com) to solicit potential emails for the project.  Use the other account (e.g., only4sendProjectMail@hotmail.com) to send emails to others.

