Useful Links and Reading

NetScanTools Pro: http://www.nwpsw.com/
http://www.arin.net/ for North American addresses

http://www.ripe.net/perl/whois for European addresses

http://www.apnic.net/ for Asian-Pacific addresses

http://www.nic.mil/ for USA military addresses

http://www.dotgov.gov/ for USA government addresses

http://www.networksolutions.com/whois/index.jhtml for general search

traceroute servers http://www.traceroute.org/
traceroute servers  http://www.tracert.com/cgi-bin/trace.pl
Trace software http://visualroute.visualware.com/
TCP/UDP ports http://www.iss.net/security_center/advice/Exploits/Ports/
Dynamic DNS http://www.dyndns.org/
Dynamic DNS http://www.dns2go.com/
Dynamic DNS http://www.no-ip.com/
TCP/IP Protocol Suite (http://www.ja.net/CERT/Bellovin/TCP-IP_Security_Problems.html
Web bugs http://www.eff.org/Privacy/Marketing/web_bug.html
anonymous services http://www.anonymizer.com/,

anonymous services http://www.inetprivacy.com/a4proxy/
JAP from http://anon.inf.tu-dresden.de/
findnot http://www.findnot.com/
EnCase Enterprise Edition (http://www.guidancesoftware.com/
Stealth/proxy scans http://www.insecure.org/nmap/data/nmap_manpage.html
Port Scanning without the SYN Flag http://www.phrack.org/phrack/49/P49-15
overlapping fragment attacks http://www.ouah.org/fragma.html
FTP protocol http://www.ietf.org/rfc/rfc0959.txt
FTP protocol http://slacksite.com/other/ftp.html
CERT http://www.cert.org/tech_tips/ftp_port_attacks.html
Essential NetTools http://www.tamos.com/products/nettools/
Whois http://ws.arin.net/whois
http://groups.yahoo.com/group/netsavers-newsletter/message/86 

http://web.textfiles.com/ezines/HWA/hwa-hn44.txt
IRC client http://www.irchelp.org/
DataGrab http://members.aol.com/datagrab/
KaZaA http://www.kazaa.com/
Gnutella http://www.gnutella.com/
eDondey http://www.edonkey2000.com/
Freenet http://freenet.sourceforge.net/
http://www.webwhacker.com/
http://www.adobe.com/
http://www/maximumsoft.com/
http://www.httrack.com/
http://www.techsmith.com/
http://www.websnake.com/
http://www.htdig.org/
http://www.surfsaver.com/download/
http://www.gnu.org/software/wget/wget.html
http://www.softbytelabs.com/BlackWidow
RTPprotocol http://www.cs.columbia.edu/IRT/software/rtptools/
Vomit (http://vomit.xtdnet.nl/
http://www.awprofessional.com/articles/article.asp?p=24263 

How to plan for a possible network attack: http://www.windowsecurity.com/articles/Plan-Possible-Network-Attack.html 

DNS cache poisoning: http://www.securityfocus.com/guest/17905
Smurf attack: http://www.cert.org/advisories/CA-1998-01.html
IP spoofing: http://www.securityfocus.com/infocus/1674
Read email headers: http://www.stopspam.org/email/headers.html 

http://www.surfcontrol.com/ 

Read chapters 17–18, pp 441–517. (Total pages: 77.)
