[image: image1.png]



University College of the Fraser Valley

Computer Information Systems

CIC 497c Forensic Computing
Prerequisites

Acceptance to CIS degree program (Students accepted to a CIS or Computing Science minor may register with permission of the department.) Other prerequisites determined by instructor and topic.
Course Description

This advanced topics course is designed to provide study of the latest up-to-date technologies and issues in information security not covered in other courses. Topics may be drawn from areas such as physical and network security, secure programming, policies and ethics, intrusion detection, OS hardening, cryptography, cultural issues, forensic issues and others. Topics will vary depending on semester and instructor. Students should consult the department for current offerings.
Instructor: Daniel Harris

Email: dan.harris@ucfv.ca
Text and Equipment

Eoghan C. (2004) Digital evidence and computer crime: forensic science, computers and the internet. 2nd ed. New York: Elsevier Academic Press.

Optional References:
· Nelson, B., Phillips, A., Enfinger, F. & Stewart, C. (2004) Guide to 
computer forensics and investigations. New York: Prima Publishing. [A “how-to-do” book]

· Kruse II, W. & Heiser, J. (2002) Computer forensics: incident response essentials. Boston: Addison Wesley. [ISBN 0-201-70719-5]
[A more theoretical book]

· Schultz, E. E. & Shumway, R. (2002) Incident response. Indianapolis.

Evaluation

Midterm exam 




35%

Final exam 





40%

Assignments




 15%,
Presentations




 10%
_____

TOTAL
100%

Note: The CIS department has a no late assignment policy. It is your responsibility to attend the exams. Plan holidays and travels after you've seen the final exam schedule. Unavoidable absence should be reported to the instructor before the exam starts. Changes from regular registration to audit status will only be permitted in the first three weeks.

You must pass the final exam to pass the course.

CIS 497c Tentative Course Schedule

The following is a list of topics that may be covered in CIS 497c. Due to time constraints it may not be possible to explore every topic listed. Each Lab is due at the beginning of the next class.

Class

Topic






 Reading

	Class 1


	Introduction to Course
	

	Class 2


	Digital Evidence, Computer Crime, Technology, and Law

Basics of computer forensics—AAA: Acquire, Authenticate, and Analyze the evidence. Technology and law.


	Ch. 1–3 

Skim chapter 7

	Class 3


	Investigative Process, Reconstruction, and Modus Operandi 

Investigative progress; reconstruction; modus operandi, motive, and technology. 


	Ch. 4–6 Skim 

pp. 135–145.

	Class 4


	Application of Forensic Science to Computers

Digital evidence in the courtroom, computer basics, and digital investigation.
	Ch. 8–9 

pp 193–253.

	Class 5


	Windows Computers and Network Forensics

Basic techniques to investigate computers running Microsoft Window Operating Systems.


	Ch. 10

	Class 6


	Mid Term Exam
	No Class


CIS 497c Tentative Course Schedule

Class

Topic







Chapter


	Class 7


	UNIX, Macintosh, and Handheld Device Forensics


	Ch. 11–13

	Class 8


	Network Forensics Part 1 
Network basics for digital investigations and network forensic techniques on physical and data-link layers.
	Ch. 14–16


	Class 9


	Network Forensics Part 2 

Network forensics at network, transport, session, presentation, and application layers.

	Ch.  17–18


	Class 10


	Careers in Computer Crime Investigation 
Guidelines for computer crime investigation, a computer forensic investigator career, and the future of computer forensics.


	Ch. 19–24
Skim 19, 20, 22, 24.

	Class 11


	Final Project Presentations.

.
	Final Project Due

	Class 12


	Final Review.


	

	

	
	


The instructor reserves the right to change the schedule at any time. Changes will be announced in class.
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