Some further links and references
Message flow protection

Zeroknowledge Inc. (http://www.zeroknowledge.com/) One of their earliest products allows people to surf the Internet or send emails so that no one on the Internet (including routers) can figure out who has sent email to whom. For several reasons they may not provide this service anymore. One is financial: they did not get enough customers or investor support. A second is political: people believe that there were pressures from government to cancel this kind of service. 

Onion routing (http://www.onion-router.net/) provides an Internet-based system that strongly resists traffic analysis, eavesdropping, and other attacks both by outsiders (e.g. Internet routers) and insiders (Onion Routers themselves). It prevents the transport medium from knowing who is communicating with whom -- the network knows only that communication is taking place. In addition, the content of the communication is hidden from eavesdroppers up to the point where the traffic leaves the OR network.

P2P anonymization (http://www.pdos.lcs.mit.edu/tarzan/index.html)

Anonymizer (http://www.anonymizer.com/) provides a relatively secure way to prevent the web server getting the client machine IP address. This is only relatively secure since the Anonymizer site still keeps all the routing information. By contrast, the solution provided by Zeroknowledge is cryptographically secure. No one in the world can access the real routing information if that solution is implemented.
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